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Advanced solution
desighed to run

Al models on
confidential data.

In 3 secure and trusted environment.

- Request a demo!



https://eviden.com/solutions/cybersecurity/data-encryption/trustway-dataprotect/

Eviden ai enables deployment, querying, and fine-tuning of Al models with
complete confidentiality. from translating text and summarizing documents to
tests and training models, Eviden ai empowers confidential inferences without

data exposure.

Eviden ai key features

Current Capabilities and Future Enhancements

- Current Capabilities: Focuses on CPU-based infer-
ence for small language models (e.g., summarization,
translation) within a Eviden vm for enhanced security.

a. Confidential GenAl text translation:
Seamlessly translate text within the secure
Eviden vm without risking data exposure, even
with generative Al models. Eviden ai ensures
confidentiality at every step of your sensitive
document translation process.
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« Future Enhancements: Ready to leverage Intel TDX
with AMX extensions for faster inference, tripling
the performance speed. And, as soon as access to
confidential Nvidia H100 GPU is available.

a. On-the-fly deployment of Hugging Face
models: With Eviden ai, you will be able to
deploy Hugging Face models on the fly,
leveraging the vast repository of open-source
Al models for your specific tasks. Simply provide
the model reference, and Eviden ai handles
the deployment process automatically, ready for
confidential querying.

- Authentication
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Secure GenAl text summarization: Summarize
documents with confidence within the Eviden
vm, leveraging generative Al models. Whether
you're condensing reports or extracting key
insights, Eviden ai protects your data

throughout the summarization process, ensuring
sensitive information remains confidential.

API integration: Available Word and Chrome
plugins.
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Past-quantum cryptagraphy
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Fine-tuning capabilities: Fine-tune a base model
to your needs and keep the model confidential.

RAG (Retrieval-Augmented Generation):
Confidentially index large databases of
documents and retrieve content using semantic
search.

a. Single Sign On using the OAuth2/ OIDC standard: Ensures secure user authentication
through JWT (Json Web Token) for seamless access to the Al Runner.
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Eviden ai - No-code solution for
secure and scalable al operations

- Ease of use: No coding is required, making advanced
confidential Al accessible to non-technical users.

« Confidentiality: Ensures secure and private
processing of Al models and user queries.

« Scalability: Adapts to new hardware, supporting
increasingly complex models and larger datasets.

« Flexibility: Supports a wide range of Al models and
applications.

Eviden ai set up

1. Time Required: Approximately 10 minutes.

2. Cloud Deployment: Eviden ai operates on the cloud.
Access it via marketplaces like GCP, Azure, or AWS.
Clicking on Eviden ai installs a server in a Eviden vm (a
confidential and verifiable virtual machine).

Quick deployment: Rapid setup and configuration
through cloud marketplaces.

Integration: Seamless integration with existing tools
and workflows through plugins and APlIs.

Performance: Continuous improvementin
performance with evolving hardware and software
optimizations.

Support: Access to early adoption opportunities and
cutting-edge Al technologies

3. Configuration: Choose the appropriate server.

Minimal configuration is required, primarily for your
identity provider.

4.Plugin Integration: Plugins for simple language tasks

(translation, su platforms like the Chrome Web

Store and Microsoft Store. Download, install on your
browser, and configure with your identity provider and
the location of your Eviden ai server.
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Ready to experience the power and simplicity of Eviden ai?

Eviden ai is available on the marketplaces Microsoft Azure, Google Cloud and AWS.
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http://www.eviden.com
https://www.youtube.com/@EvidenLive
https://www.instagram.com/evidenlive
https://twitter.com/EvidenLive
https://www.linkedin.com/company/eviden

